
 

University of Nebraska at Omaha/Marian High School   [Fall 2020/Spring 2021] 
 

UNO INTRODUCTION TO INFORMATION SECURITY – CYBR 1100 
(Fulfills Information Security Credit 655 at Marian High School) 

 
 

Instructor: Dr. Sharon Genoways    Room: 104 
Phone: 402 571-2618 ext. 6149    Email: sgenow@omahamarian.org 
Available Blocks: Sem 1: A            Sem 2: E 
Available Hours: 7:15 am each day, earlier time available by appointment 
Homework Location: Canvas 
Required Materials:  
Computer Security Basics (2nd Edition) Lehtinen, Russell, Gangemi & O'Reilly, 2006. 
Suggested Materials: Security Engineering Anderson, , Wiley, 2001. 

Beyond Fear, Bruce Schneier, Copernicus Books, 2003 
The Code Book: The Secrets Behind Codebreaking Simon Singh, 2003 
 

 
Course Description: This course emphasizes our current dependence on information technology and how 
its security in cyberspace (or lack thereof) is shaping the global landscape. Several historical and 
contemporary global events that have been influenced by the exploitation of information technology 
motivates topics on cybercrime, malware, intrusion detection, cryptography, among others, and how to 
secure one's own data and computer system. Several aspects of this course are geared towards 
developing an understanding of the “cyberspace” as a new medium that breaks all geographical 
boundaries, while highlighting noticeable influences on it from social, political, economic and cultural 
factors of a geographical region. Students may elect to dual enroll in this course in conjunction with the 
University of Nebraska at Omaha, earning 3 general education credits in CYBR1100. This course is aligned 
with UNO disciplinary outcomes as reflected in UNO’s master syllabi. 

 
Communication Policy 
In keeping with the tradition of developing confident, independent, thinking leaders, students who have 
a question or concern about their class or grade should first talk to the teacher. If they are unable to 
reach a consensus, the student should then involve her guidance counselor, who will assist in her self-
advocacy. If an issue remains unresolved, the teacher, parent(s) and student will meet. If consensus is 
not achieved once the aforementioned communication steps have been taken, the parent(s) should 
contact the Principal. 
 
Absence Policy 
The absence policy in the Parent/Student handbook will be used in this classroom. The policy is listed in 
Section 6.2 of the handbook. 
 
Tardy Policy 
When class time is missed, important information and discussions are also missed. Students must make 
every effort to be on time to class. 

 

 
 

mailto:sgenow@omahamarian.org


 

Grading Policy 
25% Exam 1 
25% Exam 2 
20%   Semester project 

10%          Laboratory Assignments 
10%          Homework Assignments 
 10%         Weekly Written Assignments 

Tentatively, exams are scheduled every seven weeks. 
 

Weekly Written Assignments 
Students are expected to bring to class each week, a written paragraph summary, in their own words, of a 
current event article dealing with information security. There are many online sources for daily information 
security news such as: slashdot.org and www.securityfocus.com. These are only a couple of many possible sites 
and students should find others on your own by doing a search. 
 
These assignments will be discussed each week so students need to be prepared to present their assignment. 
Additionally, students must include one question with answer that would make a good test question, based 
upon the previous class period's lecture or activity. 
 
Homework Policy 
Class time will be given for all assignments. The amount of work outside of class will depend on the 
individual student.  
Failing to complete homework on time will result in the student being assigned an iBlock. Please see 
Appendix C for iBlock guidelines during the pandemic. 
 
Academic Integrity 

 In general collaboration is highly encouraged in this course. Students are expected to work together 

during class activities, laboratories, and projects. Even homework can be a positive collaborative 

experience with all participants walking away with a better understanding of the material.  This does  

not occur when one student simply copies another student’s work or does another student’s work for 

her. These behaviors constitute cheating. Quizzes and tests are intended to assess each student’s 

individual skills and conceptual understanding. Unless specifically authorized by the instructor, 

collaborating is not allowed on quizzes and tests, and any attempt to do so will be considered  cheating. 

 

In addition to plagiarism,  there is a reuse of products issue that relates to academic  integrity.  

Whenever  a student desires to recycle a product or assignment from  a previous  course  and wishes  to 

use  it to fulfill a new assignment in a different course, there are at least these two conditions  that  

must  apply: First, the student must be forthcoming about the reuse and seek advance approval from 

one or more instructors. Second, as a general rule, the product cannot be simply reused but must be 

extended significantly beyond its original form, and the nature  of that extension  must be fully 

communicated  to and approved by the instructor(s). 

 

The Consequences for violating the Academic Integrity policy are outlined in the handbook, Section 4.1 
and are reviewed in class with all students. Please review this section of the handbook if you have 
questions.    
 
COVID19 
Due to the ongoing disruptions that COVID19 has brought to schools and families, we will be flexible 
with students if the need arises. However, it is up to the student to communicate these needs to the 

http://www.securityfocus.com/


 

teacher via email.  If a student is learning in a remote environment, it is expected she will be watching 
and participating in class via Zoom.  Please see Addendum C in the parent/student handbook for more 
information about virtual learning expectations. 

 
 
Teaching Methodology 
The activities and instructional approach to this course will consist of mini-lectures 3-4 days per week, 
collaborative work time, laboratories, small group discussions, and the use of appropriate video and 
computer media as the instructor sees fit. Students will be required to participate in the discussion and labs, 
prepare a 5- 10-page research project along with 10 minute oral presentation as well a sit for two exams, a 
midterm and final. 
 
The objective of a research project is to study and digest advanced technical literature, and report on it in a 
form that is easy to understand for other students in the class. Extensiveness, comprehensibility and technical 
worthiness are major considerations. Below is a list of suggested project topics. 

 

• Privacy issues: Different privacy issues and their relevance to geographical, cultural, social and 
economic aspects 

• Cybercrime: A comparison of legal controls across different nations and cultures 

• Access Control: Different types of access and how those can be protected 

• Cryptography: A study of the advantages and disadvantages of different cryptography standards; its 
influence on history and its current use. 

• Multilevel Security: What is it, examples of it, advantages and disadvantages of it 

• Multilateral Security: What is it, examples of it, advantages and disadvantages of it 

• Monitoring Systems: Tools available, how the tools work, advantages and disadvantages of the 
tools, what to do in the case of an incident. 

• Biometrics: What are the different types, how do they work, advantages and disadvantages, cultural 
and social barriers, identity. 

• Network Attack and Defense: How to detect an attack, what to do in an active, how to protect the 
network before the attack 

• E-commerce: Security issues related to e-commerce, how to protect the technology that supports 
business processes 

 
The emphasis on class instruction will be of active involvement in the learning process by class members. 
Participation is required by all. 
 
Course Objectives 
 

Upon completion of this course the student will: 
1.1 Better understand the aspects of Information Security. 
1.2 Understand ethical and legal aspects of information security 
1.3 Understand the social, political, cultural and economic impact of 

information technology and the pressing need for its security in cyberspace. 
1.4 Analyze cases in cyber warfare spanning diverse cultures and multinational issues 
1.5 Analyze vulnerabilities in hardware and software 
1.6 Know the history of cryptography and its applications 
1.7 Learn about basic common network concepts and security issues. 
1.8 Learn how to better protect one's own data and computer systems. 



 

UNO General Education Student Learning Outcomes (Global Diversity) 
This course also fulfills a UNO General Education requirement and is aligned with the following General 
Education Student Learning Outcomes (SLOs). After completing the course, successful students shall be 
able to do the following: 

• recognize the cultural, historical, social, economic, and/or political circumstances that produce 
different social and cultural systems; 

• demonstrate specific knowledge of the cultural, historical, social, economic, and/or political 
aspects of one or more countries or nations other than the United States; 

• explain the interrelations among global economic, political, environmental and/or social 
systems; and 

• explain ways in which identity is developed and how it is transmitted within and by members of 
the group or groups. 

 
This UNO course has been approved by UNO faculty to be offered for dual credit, and this 
syllabus meets disciplinary outcomes as reflected in UNO’s master syllabus. Students must 
submit a dual credit application and meet all registration, academic, and other institutional 
requirements according to established deadlines in order to receive UNO course credit. Please 
visit   dualenroll.unomaha.edu for additional information.  


	Communication Policy
	Grading Policy
	Weekly Written Assignments
	Teaching Methodology
	Course Objectives
	UNO General Education Student Learning Outcomes (Global Diversity) This course also fulfills a UNO General Education requirement and is aligned with the following General Education Student Learning Outcomes (SLOs). After completing the course, success...

